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SECURITY GOVERNANCE POLICY

1 Motivation

Motion Analytica is a company that operates in the field of Information and Communication Technology.
By the nature of its activities, Motion Analytica considers information security an indispensable factor in
protecting its information assets and a factor of strategic value that can be easily transformed into

competitive advantage.

Motion Analytica pays special attention to issues regarding security during the lifecycle of its projects and

services, which must be considered a primary asset of the company.

The SGSI (Information Security Management System) applies to all activities involving the collection,
analysis and processing of data on the mobility of things and people.

Aware that its services for external parties may involve entrusting critical data and information, the

company operates under internationally recognized security regulations.

For this reason, it is intended to take the measures, technical as well as organizational, necessary to best
guarantee the integrity, confidentiality and availability of both internal information assets and those
entrusted to the company by its Clients.

On this basis, Motion Analytica has decided to implement an Information Security Management System
(ISMS) defined according to rules and criteria provided by "best practices" and international reference
standards in accordance with the indications of the international standard ISO/IEC 27001.

2 Objectives

The goal of Motion Analytica's Information Security Management System is to ensure an adequate level
of data and information security. This is done through the identification, assessment and treatment of the

risks to which the services themselves are subject.

Motion Analytica's Information Security Management System defines a set of organizational, technical

and procedural measures to ensure that the basic security requirements listed below are met:

- Confidentiality: information must be known only to those with appropriate privileges;

- Integrity: the information must be modifiable only and exclusively by those with privileges;

- Availability: the information must be accessible and usable when required by processes and users with
the appropriate privileges.

In further, with this policy Motion Analytica intends to formalize the following objectives in the area of
information security:

- To protect its own and its clients' information assets;

- To preserve the company's image as a reliable and competent provider in the field of
information security;

- Respond fully to the requirements of current and mandatory regulations inherent in information
security;
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3 Content of the policy

The ISMS applies to all activities carried out by the Company. All information that is created or used by
the Company is to be safeguarded and must be protected, according to its assigned classification, from its
creation, during its use, until its disposal. Information must be handled securely, accurately and reliably,

and must be readily available for permitted uses.

"Use of information" here is to be understood as any form of processing that makes use of electronic or

paper media or allows, in any form, verbal communication.

In carrying out its activities, the system must require, in accordance with ISO 27001, that a risk analysis
be carried out periodically, taking into account the strategic objectives expressed in this policy, incidents
that have occurred during that period, and strategic, business and technological changes that have
occurred; the purpose of the risk analysis is to assess the risk associated with each asset to be protected
against the threats identified.

Management shares with the Chief Information Security Officer the methodology to be used for the risk
assessment, approving the relevant document; in drafting the methodology, Management also
participates in defining the value scales to be used to value the parameters that contribute to the risk

assessment.

In seguito dell’elaborazione dell’analisi dei rischi da parte del Responsabile per la Sicurezza delle
Informazioni ed in base alla metodologia condivisa con la Direzione, la Direzione stessa valuta i risultati
ottenuti accogliendo la soglia di rischio accettabile, il trattamento di mitigazione dei rischi oltre tale soglia

e il rischio residuo in seguito al trattamento.

Following the elaboration of the risk analysis by the Information Security Officer and based on the
methodology shared with the Management, the Management itself evaluates the results obtained by
accepting the threshold of acceptable risk, the mitigation treatment of risks above this threshold and the
residual risk following the treatment.

This analysis will also be weighed against the business value of the individual assets to be protected and
should clearly identify the actions to be taken that respect business objectives, the available budget and

the need to maintain compliance with applicable regulations and laws.

The risk analysis will need to be reevaluated in the face of events that may change the overall risk profile

of the system, the introduction of new assets, or to substantial changes to business processes..

4 Responsibilities

All personnel who, in any capacity, work with the company are responsible for compliance with this policy
and for reporting anomalies, including those not formally codified, of which they may become aware.

The information security manager is responsible for the design of the Information Security Management
System and in particular for:
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All personnel who, in any capacity, work with the company are responsible for compliance with this policy
and for reporting anomalies, including those not formally codified, of which they may become aware.

The information security manager is responsible for the design of the Information Security Management

System and in particular for:

Issue all necessary regulations, including the type of classification of documents so that the business
organization can conduct, in a safe manner, its activities;

- adopt criteria and methodologies for risk analysis and management;

- suggest organizational, procedural and technological security measures to protect the security and

continuity of Motion Analytica's activities;

- plan training, specific and periodic safety training for staff;

- periodically monitor the exposure of business services to key threats;

- verify security incidents and take appropriate countermeasures;

- promote the culture related to information security;

- monitor security objectives and disseminate the results achieved.

All external parties who have dealings with Motion Analytica must also ensure compliance with the
security requirements made explicit in this security policy by signing a "confidentiality covenant" at the
time of the assignment, when this type of constraint is not expressly mentioned in the contract.

5 Applicability

This policy applies indiscriminately to all organs of the Company. The implementation of this policy is
mandatory for all Motion Analytica personnel, as well as for Consultants, and must be included as part of
the regulation of agreements towards any external party who, in any capacity, may become aware of
information managed in the company.

Motion Analytica allows the communication and dissemination of information to the outside world only
for the proper conduct of business activities, which must take place in compliance with the rules and
mandatory regulations.

6 Review

Motion Analytica will periodically review the effectiveness and efficiency of the Information Security
Governance System, ensuring the appropriate support for the adoption of necessary improvements to
enable the activation of a continuous process, which must keep track of changing boundary conditions or
business objectives in order to ensure its proper adaptation.

Udine, 15/12/2022

CEO CISO
Denis Cappellari Massimiliano Anziutti
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